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Although the Salesforce Data Recovery service was far from ideal as a recovery option, it did serve 
as a safety net that customers could turn to in the event of data corruption or deletion. The imminent 
retirement of this service highlights the need for customers to take responsibility for the data they 
store and create within the SaaS platform.
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Introduction
Although the Salesforce Data Recovery service was far from ideal as a recovery option, it did serve as 
a safety net that Salesforce customers could turn to in the event of data corruption or deletion. The 
retirement of this service, which is coming at the end of this month, highlights the need for customers 
to take responsibility for the data they store and create within the SaaS platform. It also provides 
opportunities for vendors in this space that are offering automated data protection services.

451 TAKE

The need for backup and recovery for SaaS data has been evident for several years 
now, but a startlingly low percentage of customers have done enough to protect these 
important data assets. In 451 Research’s Voice of The Enterprise: Storage, Budgets 
and Outlook 2018 survey, 22% of respondents claimed they did not back up their SaaS 
applications, while 52% said they rely on their cloud vendor for backup and recovery 
(see figure below). With the retirement of the SFDC Data Recovery service, all of those 
respondents would either have to start protecting data manually, or acquire a data 
protection service or software to fill this gap.

Even though SaaS vendors eliminate the need for customers to worry about the 
underlying hardware and systems running the services they rely on, customers are still 
vulnerable to a number of different data loss events such as accidental and malicious 
data deletion, ransomware and data corruption from a misbehaving application or 
programmatic errors. Likewise, in the event of a substantial outage, such as the 15-
hour outage that Salesforce had in May 2019, a backup service could help customers 
recover quickly when services come back online, and can be used to recover data if 
data corruption occurred as a result of the outage. The retirement of the Salesforce 
Data Recovery service highlights the need for customers to take their data protection 
responsibilities more seriously, while also opening opportunities for a growing number 
of third-party backup and recovery players focused on protecting SaaS and other data 
stored in public clouds.

Context
On July 31, 2020, Salesforce is retiring its Data Recovery service, a paid feature where the vendor 
maintained a copy of customer data for disaster recovery purposes. Salesforce itself described this 
service’s recovery process as expensive and time-consuming, and only suitable as a last resort when 
no other copy of data is available.

Going forward, the vendor is committed to keeping 90 days of production data and 30 days of sandbox 
data backed up, to protect against catastrophic issues for cases where Salesforce itself has created 
an issue, such as accidentally deleting customer data. Salesforce does not view this as an adequate 
replacement for daily backups, and recommends customers work with its App Exchange partners to 
meet their recovery requirements.
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For customers that had to resort to the Data Recovery service, the process took a minimum of six 
to eight weeks to complete – and to make matters worse, Salesforce did not guarantee 100% data 
recovery. Given that many business-critical workloads are expected to have recovery in less than a day, 
and tolerance for data loss and downtime is getting smaller every year, the two-month recovery period 
for Salesforce’s service recovery speed was nowhere near the level for current or future business 
stakeholder expectations. The service was also expensive – having a $10,000 fee per recovery.

Native backup and engagement options
Salesforce is providing a few native options for customers, at no additional cost, to manually protect 
and restore their data, although the vendor warns that it is up to the customer to understand the 
order in which data should be restored to make sure relationships and the connections to records are 
preserved correctly.

For Salesforce customers with Premier Plans, the company has an Accelerator engagement program 
with certified specialists that will guide a client through the process, and discuss backup, recovery 
and archiving tools and techniques to improve an organization’s disaster recovery capabilities, while 
also improving access and sharing of information. The Accelerator for backup engagement includes a 
discovery questionnaire and workshop, and takes one to two weeks to complete.

Salesforce claims its platform design makes it easy for customers to get data both in and out of the 
systems, using different APIs or other methods. To natively back up data, Salesforce customers have 
three main options:

 � Data Export: Allows manual or scheduled exports of data using the UI

 � Data Loader: A manual on-demand export of data via the API

 � Report Export: A manual on-demand export of data via reports

For Salesforce customers that plan on taking the entire data protection responsibility into their own 
hands, the vendor offers its own guidelines and recommendations. Any data protection plan will have 
to account for both the data (records including accounts, contacts, leads and custom object records, 
files, content and chatter), in addition to metadata such as configuration settings, custom fields, page 
layout, reports, dashboards and custom code.

Third-party options
There are a number of different vendors that are offering backup and recovery services to protect 
Salesforce SaaS data, including Capstorm, Druva, Grax, NetApp, Odaseva, Ownbackup, Sesame 
Software, Spanning (a Kaseya company) and Veritas. We’d note that many of these vendors offer 
services and capabilities beyond basic backup and recovery. Compliance and governance is one such 
area, with vendors claiming they can help Salesforce customers attain compliance for GDPR, HIPAA, 
CCPA and other requirements, while reducing the TCO for compliance.

Vendors are also promoting their services as a means for delivering data insight for customers, 
advocating that customers should leverage the historical data captured by backup to identify new 
opportunities to grow revenue and improve customer experience.

Beyond Salesforce, data protection vendors are also providing backup for key platforms such as 
Office365 and G Suite. Given that only 8% of respondents were currently using a cloud-to-cloud 
backup provider to protect their SaaS data, this market still has plenty of opportunity for growth in  
the future.
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Primary Data Protection for SaaS Applications
Source: 451 Research’s Voice of The Enterprise: Storage, Budgets and Outlook 2018


